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Topics for Discussion

• Board oversight of cyber risk
• Responding to ransomware attacks
• Managing supply chain risks
• Insurance coverage
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Average Cost of a Data Breach by Industry
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* Source: Cost of Data Breach Report 2022, Prepared by Ponemon Institute, Sponsored by IBM Security
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Impact of 28 factors on cost of a data breach
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* Source: Cost of Data Breach Report 2022, Prepared by Ponemon Institute, Sponsored by IBM Security
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Types of breaches experienced by organizations

5

* Source: Cost of Data Breach Report 2022, Prepared by Ponemon Institute, Sponsored by IBM Security
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Average time to identify and contain ransomware and 
destructive attacks
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* Source: Cost of Data Breach Report 2022, Prepared by Ponemon Institute, Sponsored by IBM Security
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Average cost of a ransomware attack based on whether a ransom 
was paid
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* Source: Cost of Data Breach Report 2022, Prepared by Ponemon Institute, Sponsored by IBM Security
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Was your organization breached as a result of a supply chain 
compromise?
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* Source: Cost of Data Breach Report 2022, Prepared by Ponemon Institute, Sponsored by IBM Security
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Average cost of a data breach for a supply chain compromise
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* Source: Cost of Data Breach Report 2022, Prepared by Ponemon Institute, Sponsored by IBM Security
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