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One of the aspects of the Illinois Biometric Information Privacy Act that creates 
the greatest liability exposure for covered businesses also remains one of the least 
discussed: data security. The author of this article discusses data security under 
the biometric law and cautions that companies that operate with biometric data 
security as an afterthought do so at their peril.

To date, much of the focus on the Illinois Biometric Information Privacy Act (“BIPA”) 
has been on the law’s privacy policy, notice, and consent requirements. And for good 
reason—the vast majority of BIPA class action suits have centered on these particular 
elements of Illinois’ biometric privacy statute.

Significantly, however, one of the aspects of BIPA that creates the greatest liability 
exposure for covered businesses also remains one of the least discussed: data security. 
Those companies that operate with biometric data security as an afterthought do so 
at their peril, as it is only a matter of time before malicious actors begin to succeed in 
their cyber-attacks targeting biometric data with relative consistency. When that time 
inevitably comes, the data security facet of Illinois’ biometrics law will become a central 
component of BIPA class lawsuits. 

As such, companies and their in-house legal teams must ensure they have in place 
defensible biometric security programs to satisfy this critical aspect of BIPA and put 
themselves in the best position to defeat any claims of purported violations of BIPA’s 
security mandate in the event of a security incident that brings class litigation with it 
in its wake. 

THE DATA SECURITY COMPONENT OF ILLINOIS’ BIOMETRIC 
PRIVACY STATUTE 

As is the case with the majority of other privacy laws, the statutory language of BIPA 
offers no substantive guidance of any kind for implementing security measures in a 
fashion that satisfies this core component of Illinois’ biometric privacy statute. Rather, 
BIPA’s text merely provides that companies must maintain security measures that: 

How to Comply with BIPA’s Security 
Requirement to Mitigate Class Action 
Liability Exposure

By David J. Oberly*

* David J. Oberly is an attorney in the Cincinnati office of Blank Rome LLP and is a member of the 
firm’s Biometric Privacy, Privacy Class Action Defense, and Cybersecurity & Data Privacy groups. His 
practice encompasses both defending clients in biometric privacy, privacy, and data breach class action 
litigation, as well as counseling and advising clients on a wide range of biometric privacy, privacy, and 
data protection/cybersecurity matters. He can be reached at doberly@blankrome.com. 
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(1) utilize the “reasonable standard of care” within the private entity’s industry; and 
(2) protect biometric data in the same or a more protective manner than which the 
company safeguards other types of sensitive personal information. As a result, significant 
uncertainty exists as to what businesses can do to ensure compliance with the security 
component of BIPA. 

PRACTICAL GUIDANCE AND BEST PRACTICES FOR COMPLYING 
WITH BIPA’S SECURITY REQUIREMENT

Despite a lack of clear direction from the law, there are several practical, concrete steps 
that companies can implement to build defensible biometric data security programs that 
should be able to satisfy BIPA’s data security requirement in the event their biometric 
data security practices are challenged in court. 

BIPA’s “Reasonableness” Standard

As a starting point, companies should remain cognizant of the fact that BIPA’s security 
requirement does not impose a strict liability standard. Rather, plaintiffs are required to 
establish that a security incident resulted from a failure to maintain “reasonable” security 
practices. As such, by incorporating the following protocols as part of a comprehensive 
data security program, businesses can arm themselves with the ability to establish that 
affirmative actions were taken to safeguard sensitive biometric data which, in turn, will 
put them in the best position possible to successfully defeat any claims of inadequate 
security in violation of Illinois’ biometric privacy statute in the aftermath of a breach 
event. 

Defensive Biometric Data Security Measures and Protocols

As data breaches will almost always trigger class action litigation under BIPA, 
companies should place a major emphasis on implementing defensive strategies to 
minimize the risk of a security incident taking place in the first instance. Further, as 
noted above implementing stringent defensive security measures will allow businesses 
to demonstrate that active measures were implemented, and robust security protocols 
put in place, that satisfy the “reasonableness” standard of BIPA if the entity were to fall 
victim to a biometric data compromise incident. 

In particular, companies should consider implementing the following practices where 
feasible: 

• Delineate a specified retention period and permanently dispose of stored 
biometric data as soon as practicable after it is no longer necessary for the 
purpose for which it was collected.

• Ensure that all biometric data is encrypted, both while at rest and in 
transit.

How to Comply with BIPA’s Security Requirement 
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• Store all biometric data separately from all other types of personal 
information—such as names, birthdates, and account numbers. 

• Designate one or more employees to manage and oversee the company’s 
biometric data security program. 

• Maintain stringent password protection policies for gaining internal access 
to systems that collect and use biometric data or locations where such data 
is stored, which should encompass elements such as password expiration, 
complexity, and length. 

• Provide mandatory biometrics-focused security awareness training for all 
employees on the company’s security program and policies, as well as best 
practices for safely handling, transmitting, and storing biometric data. 

• Perform periodic risk assessments to identify the primary risks to the 
biometric data possessed by the company and implement any necessary 
modifications to the entity’s security program to minimize these risks. 

• Complete penetration testing on the company’s networks and systems to 
identify any security vulnerabilities that could be exploited by malicious 
hackers and implement any necessary modifications to minimize the risk 
of these vulnerabilities being exploited.

Importantly, as the foregoing security protocols are commonplace and widely utilized 
across a wide variety of sectors, implementation of these security measures will also aid 
most companies in satisfying BIPA’s requirement that its security measures comport 
with those commonly used “within the private entity’s industry.” 

Vendor Management

In addition to ensuring the security of their own networks, systems, and devices, 
companies must also ensure that their vendors and service providers also maintain 
the necessary security measures and protocols to effectively safeguard the company’s 
biometric data while in the hands of those vendors or service providers. 

There are several practical steps companies can take to ensure their third-party vendors 
and service providers maintain the requisite level of security to avoid falling victim to a 
biometric data compromise event while in the possession or control of the company’s 
sensitive data.

First, before entering into a relationship with any vendor or service provider that will 
have access to biometric data, necessary due diligence and vetting must be completed 
by the company’s in-house lawyers—or, ideally, experienced outside biometric privacy 
counsel—to ensure the vendor’s security measures are sufficiently robust. 

Second, companies should also review and update their contracts with current vendors 
and service providers to take into consideration the key issues raised by BIPA, including 
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indemnification in the event of a security incident involving the vendor/service provider 
and the company’s biometric data. In most instances, this task should also be carried out 
by experienced biometric privacy counsel. 

Lastly, companies must also ensure that their vendors and service providers continue 
to maintain sufficient security measures over time through ongoing monitoring. 

CONCLUSION 

At the same time that organizations across all sectors are experiencing more and more 
attempted—and many times successful—data breach attacks, BIPA’s vague security 
mandate, coupled with its expansive private right of action provision, greatly increases 
the potential scope of liability exposure faced by companies that handle biometric data. 
As such, now more than ever companies and their in-house counsel must take proactive 
measures and implement effective defensive mechanisms to shield their networks, 
systems, and devices from cyber-attacks targeting sensitive fingerprints, scans of facial 
geometry, and other types of biometric data.

By implementing the best practices described above, companies can put themselves 
in the best position to minimize the risk of experiencing a catastrophic security incident 
involving biometrics, while at the same time putting in place robust security measures 
that satisfy BIPA’s “reasonable” security mandate. 

How to Comply with BIPA’s Security Requirement 




