
P
r

a
t

t
’s

 P
r

iv
a

c
y

 &
 c

y
b

e
r

s
e

c
u

r
it

y
 l

a
w

r
E

P
O

r
t

P r a t t ’ s

Privacy & 
cybersecurity

law
rEPOrt

JaNuary 2021

VOL. 7 • NO. 1

aN a.s. Pratt PublicatioN

eDitor’s Note: Privacy iN 
the New year 
Victoria Prussen spears

coulD FilliNg out a FaNtasy 
Football liNeuP laND you iN 
FeDeral PrisoN? 
Josh H. roberts

caN caliForNia’s Privacy 
iNitiative revitalize u.s.-eu 
commerce? Dominique shelton Leipzig, 
David t. Biderman, Chris Hoofnagle, and 
tommy tobin

caliForNia ag settlemeNt suggests 
Privacy aND security Practices oF 
Digital health aPPs may ProviDe 
Fertile grouND For eNForcemeNt 
activity 
Elizabeth H. Canter, anna D. Kraus, and 
rebecca Yergin

british airways Faces sigNiFicaNtly 
reDuceD FiNe For gDPr breach 
Huw Beverley-smith, Charlotte H.N. 
Perowne, and Fred Kelleher

DesigNiNg a biPa DeFeNse: usiNg 
arbitratioN agreemeNts aND 
class actioN waivers to limit biPa 
liability 
Jeffrey N. rosenthal and David J. Oberly

J
a

N
u

a
r

y
2

0
2

1
v

o
l

. 7
 •

N
o

. 1



Pratt’s Privacy & Cybersecurity
Law Report

Editor’s Note: Privacy in the New Year 
Victoria Prussen Spears

Could Filling Out a Fantasy Football Lineup Land You in Federal Prison?
Josh H. Roberts

Can California’s Privacy Initiative Revitalize U.S.-EU Commerce?
Dominique Shelton Leipzig, David T. Biderman,  
Chris Hoofnagle, and Tommy Tobin

California AG Settlement Suggests Privacy and Security Practices of Digital 
Health Apps May Provide Fertile Ground for Enforcement Activity
Elizabeth H. Canter, Anna D. Kraus, and Rebecca Yergin

British Airways Faces Significantly Reduced Fine for GDPR Breach
Huw Beverley-Smith, Charlotte H.N. Perowne, and Fred Kelleher 

Designing a BIPA Defense: Using Arbitration Agreements and Class Action 
Waivers to Limit BIPA Liability
Jeffrey N. Rosenthal and David J. Oberly

1

NUMBER 1 JANUARY 2021VOLUME 7

28

24

20

15

3



QUESTIONS ABOUT THIS PUBLICATION?

For questions about the Editorial Content appearing in these volumes or reprint permission, please contact:
Deneil C. Targowski at ....................................................................................................... 908-673-3380
Email: .............................................................................................. Deneil.C.Targowski@lexisnexis.com
For assistance with replacement pages, shipments, billing or other customer service matters, please call:

Customer Services Department at .............................................................................. (800) 833-9844
Outside the United States and Canada, please call .................................................. (518) 487-3385
Fax Number ....................................................................................................................... (800) 828-8341
Customer Service Web site ...................................................................  http://www.lexisnexis.com/custserv/
For information on other Matthew Bender publications, please call

Your account manager or ...............................................................................................   (800) 223-1940
Outside the United States and Canada, please call .........................................................   (937) 247-0293

ISBN: 978-1-6328-3362-4 (print) 
ISBN: 978-1-6328-3363-1 (eBook)

ISSN: 2380-4785 (Print) 
ISSN: 2380-4823 (Online)

Cite this publication as: 
[author name], [article title], [vol. no.] PRATT’S PRIVACY &CYBERSECURITY LAW REPORT [page number]
(LexisNexis A.S. Pratt); 
Laura Clark Fey and Jeff Johnson, Shielding Personal Information in eDiscovery, [5] PRATT’S PRIVACY & 
CYBERSECURITY LAW REPORT [245] (LexisNexis A.S. Pratt)

This publication is sold with the understanding that the publisher is not engaged in rendering legal, accounting, or 
other professional services. If legal advice or other expert assistance is required, the services of a competent professional 
should be sought.
LexisNexis and the Knowledge Burst logo are registered trademarks of Reed Elsevier Properties Inc., used under 
license.A.S. Pratt is a trademark of Reed Elsevier Properties SA, used under license.

Copyright © 2021 Reed Elsevier Properties SA, used under license by Matthew Bender & Company, Inc. All Rights 
Reserved.
No copyright is claimed by LexisNexis, Matthew Bender & Company, Inc., or Reed Elsevier Properties SA, in the text 
of statutes, regulations, and excerpts from court opinions quoted within this work. Permission to copy material may be 
licensed for a fee from the Copyright Clearance Center, 222 Rosewood Drive, Danvers, Mass. 01923, telephone (978) 
750-8400.

An A.S. Pratt Publication 
Editorial

Editorial Offices 
630 Central Ave., New Providence, NJ 07974 (908) 464-6800 
201 Mission St., San Francisco, CA 94105-1831 (415) 908-3200 
www.lexisnexis.com

(2021–Pub. 4939)



Editor-in-Chief, Editor & Board of Editors

EDITOR-IN-CHIEF
Steven A. Meyerowitz

President, Meyerowitz Communications Inc.

EDITOR
victoriA PruSSen SPeArS

Senior Vice President, Meyerowitz Communications Inc.

BOARD OF EDITORS

eMilio w. cividAneS

Partner, Venable LLP
chriStoPher G. cwAlinA

Partner, Holland & Knight LLP
richArd d. hArriS

Partner, Day Pitney LLP
JAy d. KeniSberG

Senior Counsel, Rivkin Radler LLP
dAvid c. lAShwAy

Partner, Baker & McKenzie LLP
crAiG A. newMAn

Partner, Patterson Belknap Webb & Tyler LLP
AlAn chArleS rAul 

Partner, Sidley Austin LLP
rAndi SinGer

Partner, Weil, Gotshal & Manges LLP
John P. toMASzewSKi

Senior Counsel, Seyfarth Shaw LLP
todd G. vAre

Partner, Barnes & Thornburg LLP
thoMAS F. zych

Partner, Thompson Hine

iii



Pratt’s Privacy & Cybersecurity Law Report is published nine times a year by Matthew Bender & Company, Inc. 
Periodicals Postage Paid at Washington, D.C., and at additional mailing offices. Copyright 2021 Reed 
Elsevier Properties SA, used under license by Matthew Bender & Company, Inc. No part of this journal 
may be reproduced in any form—by microfilm, xerography, or otherwise—or incorporated into any 
information retrieval system without the written permission of the copyright owner. For customer 
support, please contact LexisNexis Matthew Bender, 1275 Broadway, Albany, NY 12204 or e-mail 
Customer.Support@lexisnexis.com. Direct any editorial inquires and send any material for publication 
to Steven A. Meyerowitz, Editor-in-Chief, Meyerowitz Communications Inc., 26910 Grand Central 
Parkway Suite 18R, Floral Park, New York 11005, smeyerowitz@meyerowitzcommunications.com, 
646.539.8300. Material for publication is welcomed—articles, decisions, or other items of interest to 
lawyers and law firms, in-house counsel, government lawyers, senior business executives, and anyone 
interested in privacy and cybersecurity related issues and legal developments. This publication is 
designed to be accurate and authoritative, but neither the publisher nor the authors are rendering 
legal, accounting, or other professional services in this publication. If legal or other expert advice is 
desired, retain the services of an appropriate professional. The articles and columns reflect only the 
present considerations and views of the authors and do not necessarily reflect those of the firms or 
organizations with which they are affiliated, any of the former or present clients of the authors or their 
firms or organizations, or the editors or publisher.

POSTMASTER: Send address changes to Pratt’s Privacy & Cybersecurity Law Report, LexisNexis Matthew Bender, 630 
Central Ave., New Providence, NJ 07974.

iv

mailto:?subject=
mailto:?subject=


28

By Jeffrey N. Rosenthal and David J. Oberly*

Designing a BIPA Defense:  
Using Arbitration Agreements and Class Action 
Waivers to Limit BIPA Liability

Over the last 18 months or so, companies that utilize fingerprint scanners and other 
biometric technologies have faced a relentless wave of class action litigation filed in 
connection with purported violations of Illinois’ Biometric Information Privacy Act 
(“BIPA”). 

2019 was a rough year for BIPA defendants, as courts issued a string of plaintiff-
favorable decisions that greatly expanded the scope of potential BIPA liability, while 
limiting many of the major defenses. As just one example, after several significant 
setbacks, Facebook agreed to pay $550 million to settle a longstanding BIPA dispute 
over allegations the social media giant improperly used facial recognition technology to 
support its photo “tagging” feature. 

In 2020, however, the tide may have started to turn – at least for now – in favor of 
BIPA defendants. One of the more significant decisions is Miracle-Pond v. Shutterfly, 
Inc.,1 in which a federal court held a plaintiff was required to pursue her BIPA claims 
in individual arbitration, despite the fact the arbitration provision was not added to 
the company’s Terms of Use until a year after the plaintiff originally agreed to them. 
The Shutterfly decision is a significant win for BIPA defendants and demonstrates how 
arbitration agreements and class action waivers can be utilized as a key strategy for 
mitigating BIPA liability. 

OVERVIEW OF THE ILLINOIS BIOMETRIC INFORMATION  
PRIVACY ACT

BIPA is generally considered the most stringent of all biometric privacy laws currently 
in effect. BIPA is also the only biometrics law to offer a private right of action, which 
permits the recovery of statutory damages of $1,000 for negligent violations and $5,000 
for intentional/reckless violations. These statutory damages – which the Illinois Supreme 
Court has made clear can be recovered even where no actual harm or damage is sustained 

* Jeffrey N. Rosenthal is a partner at Blank Rome LLP and leads the firm’s Biometric Privacy Team. 
He concentrates his complex corporate litigation practice on consumer and privacy class action defense. 
David J. Oberly is an attorney at the firm advising sophisticated clients on a wide range of cybersecurity, 
data privacy, and biometric privacy matters. The authors may be reached at rosenthal-j@blankrome.com 
and doberly@blankrome.com, respectively. 

1 N.D. Ill. May 15, 2020.



– combined with the ability to recover attorney’s fees, provide noteworthy incentives for 
plaintiffs’ attorneys to pursue class actions. This mix of uncapped statutory damages 
and a low bar for establishing harm led to an explosion of bet-the-company BIPA class 
litigation in 2019, which continued apace into 2020 – until very recently. 

DISTRICT COURT SENDS FEDERAL BIPA SUIT TO BINDING 
ARBITRATION

In Miracle-Pond v. Shutterfly, Inc., two individuals sued Shutterfly claiming the 
company’s use of its facial recognition technology violated BIPA. Of the two plaintiffs, 
only Vernita Miracle-Pond maintained an account with Shutterfly, which was created 
in 2014. To complete the registration process, Miracle-Pond had to agree to Shutterfly’s 
Terms of Use, which included both a revision clause and a class action waiver. 

Significantly, the revision clause stated Shutterfly “may revise these Terms from time 
to time by posting a revised version” and explained a user’s continued use of the app 
subsequent to any such revisions constituted the user’s acceptance of the changes. The 
revision clause did not require notice of revisions to Shutterfly users beyond posting the 
new terms. 

The 2014 Terms did not, however, include an arbitration provision; this provision was 
added to Shutterfly’s Terms of Use in 2015 and was thereafter included in every later 
version of the Terms. 

After the filing, Shutterfly moved to compel arbitration and stay the federal litigation 
pending the outcome. In so doing, Shutterfly argued that, as a user of the app, Miracle-
Pond had agreed to Shutterfly’s Terms of Use – including the provision mandating 
individual arbitration. The District Court agreed with Shutterfly, granting its motion to 
compel arbitration for Miracle-Pond and staying the federal court proceedings. 

In its opinion, the court first addressed the parties’ dispute over whether the alleged 
agreement between Miracle-Pond and Shutterfly was a “clickwrap” or “browsewrap” 
agreement. A clickwrap agreement is formed when a website user clicks a button 
or checks a box that explicitly affirms their acceptance of the terms after having the 
opportunity to scroll through the terms posed on the website. A browsewrap agreement 
does not require such affirmative acceptance.

The court rejected Miracle-Pond’s argument that the Terms of Use were merely a 
browsewrap agreement, finding instead that it was a valid and enforceable clickwrap 
agreement. The court highlighted that Shutterfly’s page presented the Terms of Use for 
viewing, stated that clicking “Accept” would be considered acceptance of the Terms of 
Use, and offered both “Accept” and “Decline” buttons. Thus, Miracle-Pond agreed to be 
bound by Shutterfly’s Terms of Use when she created her account. 
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The court also rejected Miracle-Pond’s argument that even if a contract was formed 
between her and Shutterfly, she could not be forced to arbitrate her claim because the 
2014 Terms of Use did not include an explicit arbitration provision and arbitration 
clauses subject to unilateral modification are illusory. 

In particular, the court found this contention lacked merit due to the inclusion of a 
valid change-in-terms provision in the 2014 Terms of Use. Pursuant to this change-in-
terms provision, Miracle-Pond agreed her continued use of Shutterfly’s services would 
communicate her assent to the most recent version of the Terms posed online at the time 
of her use. Because Miracle-Pond continued to use her account after Shutterfly posted 
its amended Terms in 2015, she accepted those modifications, including the inclusion 
of the 2015 arbitration clause. 

Lastly, the court rejected Miracle-Pond’s argument she could not be forced to arbitrate 
her claim because Shutterfly failed to provide notice of the 2015 modification and she 
was never informed of the change. Here, the court highlighted the fact that under 
Illinois law, when an agreement expressly reserves the right of the drafter to unilaterally 
modify the terms and conditions of the agreement, at any time, and without notice – 
and the customer accepts this condition by signing the agreement – the drafter’s right 
to subsequently modify the arbitration provision in that agreement ends only with its 
termination. 

Further, when parties agree in advance to allow unilateral modifications to contractual 
terms, subsequent modifications are binding regardless of whether the other party later 
“accepts” the change. Here, Miracle-Pond was thus bound to the 2015 modifications, 
as Shutterfly had posted the modified terms on its website in 2015 and Miracle-Pond 
indicated her acceptance thereof by continuing to use Shutterfly’s services. 

As such, the court held Miracle-Pond had entered into a valid arbitration agreement, 
thus compelling the court to grant Shutterfly’s motion to compel arbitration.

TIPS AND BEST PRACTICES

The expansive risk posed stemming from the alleged improper collection, use, storage, 
and dissemination of biometric data has given all businesses utilizing such technologies 
cause for concern. 

Fortunately – as the Shutterfly decision demonstrates – one key strategy to minimize 
the risk of becoming embroiled in high-stakes class litigation is through mandatory 
arbitration provisions and class action waivers (including in employment and Terms of 
Use agreements). 
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To maximize the ability to compel arbitration of BIPA lawsuits, companies should 
consider the following tips: 

• Avoid trying to “hide the ball” when including arbitration provisions in 
larger agreements; rather, provide notice at the beginning of the agreement 
that highlights the inclusion of an arbitration provision, direct the reader 
to where he/she locate the provision, and place the arbitration provision 
itself clearly and conspicuously at the beginning of the agreement;

• Incorporate the use of broad language in the arbitration provision to cast a 
wide net in terms of the scope of claims subject to arbitration and ensure 
the provision encompasses any potential claims or disputes that may arise 
under Illinois’s biometric privacy statute; 

• Where applicable, specify that the Federal Arbitration Act (“FAA”) and 
federal arbitration law applies to the issue of arbitration, and provide an 
easy-to-read description of what arbitration entails and the rights the 
individual is relinquishing by agreeing to arbitration; 

• Specify that “gateway” issues, such as disputes about arbitrability – or, in 
other words, whether the parties agreed to arbitrate a dispute – will also be 
decided by an arbitrator, and not a court; and 

• Ensure all class action waivers include explicit language that makes clear 
that – in addition to precluding class action litigation – class arbitration 
is also barred under the agreement as well – to remove any doubt that 
arbitrations must be conducted on an individual basis. 

Ultimately, the use of arbitration agreements and class action waivers is a vital risk 
mitigation strategy that should be incorporated whenever appropriate to limit BIPA 
risk. Companies that do not currently have arbitration provisions/class action waivers in 
their agreements should work closely with experienced counsel to revise their agreements 
to include this key tool. 

At the same time, those companies whose agreements currently contain arbitration 
provisions and class action waivers are also well advised to consult with counsel to 
evaluate the efficacy of their existing agreements under the shifting body of case law 
surrounding arbitration agreements. This includes ensuing companies are compliant 
with the current state of the law to avoid any unexpected pitfalls resulting from improper 
or outdated language that could lead a court to invalidate the provision.
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