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MANDATORY DISCLOSURE FOR

GOVERNMENT CONTRACTORS

By Stuart B. Nibley and David M. Nadler*

The Federal Acquisition Regulation (FAR) mandatory disclosure rule

(MDR), published by the FAR Council on November 12, 2008, requires

Government contractors to disclose to the Government certain potential viola-

tions of criminal and civil law as well as instances of significant overpayment.1

The MDR included a new FAR clause addressing business ethics and conduct,

applicable to certain covered contracts and requiring disclosure of potential

wrongful conduct.2 The rule also included a new definition of “present

responsibility,” which provides that federal contractors and subcontractors,

regardless of whether they are subject to the new FAR clause, can be suspended

or debarred for failure to timely disclose potential wrongful conduct or signifi-

cant overpayments.3 More than nine years have passed now since the MDR

took effect on December 12, 2008, yet many questions and issues still remain

regarding the rule’s application.

This BRIEFING PAPER begins with an overview of a contractor’s obligations

under the MDR and then discusses the operation of the MDR program to date,

continuing issues under the MDR for the Government contracts community,

and new frontiers in federal disclosure requirements.

Overview Of Mandatory Disclosure Obligations

The clause at FAR 52.203-13, “Contractor Code of Business Ethics and

Conduct,” which sets forth the mandatory disclosure obligations, must be

included in all federal contracts and subcontracts that are expected to exceed

$5.5 million (increased from $5 million, effective on October 1, 2015) and take

120 days or more to perform.4 A failure to comply, i.e., a failure to make a

mandatory disclosure, therefore results in a breach of contract.

The clause imposes several requirements with respect to the code of business

ethics and conduct, including (1) a requirement to have a written code of busi-
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ness ethics and conduct and make a copy of the code avail-

able to each employee engaged in performance of the con-

tract;5 (2) a requirement to exercise due diligence to prevent

and detect criminal conduct and a requirement to promote

an organizational culture that encourages ethical conduct

and a commitment to compliance with the law;6 and (3) a

requirement to timely disclose, in writing, to the agency Of-

fice of Inspector General (OIG), with a copy to the Contract-

ing Officer (CO), whenever the contractor has “credible evi-

dence” that a principal, employee, agent, or subcontractor

has committed certain violations of law.7

The MDR, as implemented in FAR 52.203-13(b), requires

timely disclosure, to the OIG and CO, of “credible evi-

dence” of the following conduct “in connection with award,

performance, or closeout” (i.e., conduct throughout the

procurement cycle) of a Federal Government contract (or

subcontract at any tier): (1) a violation of federal criminal

laws involving fraud, conflict of interest, bribery, or gratuity

violations found in Title 18 of the U.S. Code—most com-

monly, 18 U.S.C.A. §§ 287 (false claims), 18 U.S.C.A.

§ 1001 (false statements), 18 U.S.C.A. § 1031 (major fraud

against the United States), and 18 U.S.C.A. § 371 (conspir-

acy); or (2) a violation of the civil False Claims Act (FCA).8

The MDR, implemented in FAR 52.203-13(c), also

requires (with certain exceptions for small businesses and

awards for commercial items) that, within 90 days after

contract award, the contractor must establish (1) an ongoing

business ethics awareness and compliance program9 and (2)

an internal control system, each with specific requirements.10

For example, the compliance program must include an ef-

fective training program,11 and the internal control system

must include an internal reporting mechanism, such as a

hotline, which allows for anonymous reporting by employ-

ees of suspected instances of improper conduct.12

As explained below, the MDR, as implemented in FAR

9.406-2 and 9.407-2, also imposes an obligation to timely

disclose to the Government credible evidence of a signifi-

cant overpayment.13 Debarment and suspension (present

responsibility) considerations in FAR 9.406-2 and 9.407-2,

as articulated in FAR 3.1003(a), provide that a contractor

may be suspended or debarred for knowing failure of

contractor principals until three years after final payment on

the contract to timely disclose credible evidence of relevant

violations (including credible evidence of a significant

overpayment).14 The practical effect of the three-year look-

back requirement is that a contractor’s disclosure obliga-

tions could continue for many years given how long it takes

to close out a contract.

Notably, nearly 10 years after the MDR went into effect,

basic terms under the regulations remain undefined. It is still

unclear what is a “timely disclosure,” there is no guidance

on what is “credible evidence,” and there is no definition of

what constitutes a “significant overpayment.”

Operation Of The MDR Program To Date

Recent Disclosure Statistics (DOD & GSA)

The FY 2017 disclosure statistics are illustrative of how

the MDR program has operated to date. The Department of

Defense (DOD) has reported the most disclosures under the

MDR program, followed by the General Services Adminis-

tration (GSA). The DOD OIG reported in its two Semian-

nual Reports to Congress that it received a total of 390

disclosures in FY 2017.15 The GSA OIG reported in its two

Semiannual Reports to Congress that it received a total of

12 disclosures in FY 2017.16 The GSA OIG concluded its

evaluation of 18 existing disclosures resulting in $18.4 mil-

lion in settlements and recoveries to the Government, an

increase from the $7.2 million recovered from the conclu-

sion of 28 disclosures in FY 2016.17
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DOJ Recoveries

The heart of the MDR program centers around the civil

FCA. Total recoveries by the DOJ in FY 2017 for FCA viola-

tions were $3.7 billion.18 This amount marks the sixth con-

secutive year of recoveries in excess of $3.5 billion and

brings the fiscal year average to nearly $4 billion since the

inception of the MDR program in FY 2009. Total FCA re-

coveries since January 2009 are $35 billion.

Health care fraud recoveries in FY 2017 totaled $2.4

billion. This includes recoveries from drug companies,

hospitals, pharmacies, laboratories, and physicians. FY 2017

marks the eighth consecutive year the DOJ’s civil health

care fraud recoveries have exceeded $2 billion.19

Housing and mortgage fraud recoveries in FY 2017

totaled $543 million.20 This recovery is less than one half of

the housing and mortgage fraud recoveries in FY 2016.21

Qui tam recoveries accounted for $3.4 billion of the total

$3.7 billion recovered (92%). There were 669 qui tam suits

filed in FY 2017, an average of 12 cases per week. Whistle-

blower recoveries totaled $392 million.22 Total qui tam re-

coveries since 2009 are $27.8 billion. Total whistleblower

recoveries since 2009 are $3.8 billion.

Procurement fraud recoveries in FY 2017 were over $500

million.23 Other fraud recoveries in FY 2017 included fraud

regarding renewable energy grants, phone subsidy programs

for low income consumers, and fraudulent small business

contracts.24

Looking Back: Prevalent Subjects Of Disclosure &

Recovery In 2017

At DOD, labor mischarging issues accounted for the vast

majority of disclosures (325), constituting 83% of the total

disclosures. DOD also received disclosures related to signif-

icant overpayments, false claims, false certifications, and

nonconforming parts.25

Disclosures to GSA included inflated sales reports, defec-

tive pricing, pricelist inaccuracies, inflated time reports,

Trade Agreements Act noncompliance, and unreported price

reductions. Other subjects of GSA investigation and settle-

ment included fraudulent discounting schemes for computer

software; overcharging for standard commercial products

by claiming they were custom made; repackaging Chinese

products in violation of the Trade Agreements Act; improper

procurement of sensitive Government cost estimates; and

improper inventory resulting in the theft of U.S. Air Force

materials.26

The majority of DOJ FCA recoveries pertained to the

drug and medical device industry. Some examples of FY

2017’s settlements included a wide-ranging kickback

scheme for documents to overuse bioengineered human skin

substitute, false classification of the EpiPen as generic so

that the producer could avoid paying higher rebates, bills for

unnecessary eldercare therapy, and a company’s concealing

that its medical billing software did not comply with the

Government’s requirements.27

The DOJ’s procurement fraud recoveries included $95

million from a Kuwaiti company that overbilled the Govern-

ment by failing to disclose and pass through discounts and

rebates from suppliers.28 DOJ settled with contractors that

charged the Department of Energy (DOE) for products

below applicable nuclear quality standards.29 DOJ also

resolved a case where a computer software contractor

provided false information during contract negotiations

regarding discounts to commercial customers and failed to

pass on savings to Government customers when its discounts

to other customers improved.30

Looking Forward: Subjects Of Disclosure &

Recovery That May Become More Prevalent In

The Future

(1) Compliance with Buy American Act and Trade Agree-

ments Act certifications. The Buy American Act,31 Trade

Agreements Act,32 and related domestic preference regimes

(collectively “Buy American” laws) encourage or require,

as relevant, the U.S. Government and its contractors to use

domestic sources of supplies. Contractors must certify that

the materials used on every contract are in compliance with

applicable Buy American laws. A false certification (one

that does not accurately reflect the country of origin of

materials supplied) may trigger FCA liability and manda-

tory disclosure requirements.33

For example, in January 2016 architectural firm Novum

Structures LLC pled guilty to resolve criminal and civil li-

ability arising from its use of foreign materials on federally

funded construction projects. DOJ alleged that the compa-

ny’s knowing use of noncompliant materials resulted in the

submission of false claims to the Government.34
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On April 18, 2017, President Trump issued Executive Or-

der 13788, “Buy American and Hire American.”35 While

Executive Order 13788 does not alter current Buy American

requirements, it signals increased domestic preference

scrutiny that could result in additional attention to, and

enforcement of, Buy American laws.36

(2) Compliance with cybersecurity requirements. The

Defense FAR Supplement (DFARS) cybersecurity rule,

“Safeguarding Covered Defense Information and Cyber

Incident Reporting,” requires defense contractors to have

specific security measures in place and to report all incidents

of cyber hacking or security breaches within 72 hours of

discovery.37 A failure to comply with either aspect of the

rule could result in FCA liability.38 For example, in United

States ex rel. Sheldon v. Kettering Health Network, the court

accepted that a failure to comply with cybersecurity require-

ments could give rise to FCA liability (though ultimately

rejecting the FCA claim in that case).39 Consequently, the

new rule, which mandates compliance (or at the very least a

plan for compliance) by December 31, 2017, could trigger

an increase in mandatory disclosures related to cybersecurity

compliance in the coming years.

(3) Compliance with small/disadvantaged business

certifications. The Government continues to increase over-

sight of small and disadvantaged business programs such as

the Service-Disabled Veteran- Owned Small Business

(SDVOSB) set-aside program.40 Several recent settlements

highlight the Government’s focus on size status misrepresen-

tations and resulting FCA liability. For instance, in August

2017, ADS Inc. settled for $16 million in response to al-

leged misrepresentation of size status on small business set-

aside contracts.41 Two indictments in November 2017 fur-

ther emphasize the Government’s focus on size status

misrepresentations. In the first, a federal grand jury indicted

multiple individuals, including a former DOD program of-

fice director, for disguising a small business’ affiliation with

a large business. The parties allegedly engaged in a scheme

to defraud the Government and obtain contracts by misrep-

resenting the size status of a small business.42 One day later,

another federal grand jury indicted a veteran for allegedly

engaging in a scheme to act as the figurehead of an SDVOSB

without having any control in running the business. The

indictment alleged that the individual falsely helped the

company win a $40 million U.S. Army Corps of Engineers

contract.43

Continuing Issues For The Government

Contracts Community

Developments In Individual Liability For Corporate

Wrongdoing Following The Yates Memo

The Trump Administration’s DOJ appears to be mostly

embracing the September 9, 2015 memorandum from then

U.S. Deputy Attorney General Sally Quillian Yates and its

focus on prosecuting individual misconduct.44 The Yates

Memo states six principles that articulate specifics regard-

ing DOJ’s renewed focus on individuals: (1) to be eligible

for any cooperation credit (i.e., a reduced sentence), corpo-

rations must provide DOJ all relevant facts about the

individuals involved in corporate misconduct, (2) both crim-

inal and civil corporate investigations should focus on

individuals from the inception of the investigation, (3) crim-

inal and civil attorneys handling corporate investigations

should be in routine communication with one another, (4)

absent extraordinary circumstances, no corporate resolution

will provide protection from criminal or civil liability for

any individuals, (5) corporate cases should not be resolved

without a clear plan to resolve related individual cases

before the statute of limitations expires and declinations as

to individuals in such cases must be memorialized, and (6)

civil attorneys should consistently focus on individuals as

well as the company and evaluate whether to bring suit

against an individual based on considerations beyond that

individual’s ability to pay.45

In April 2017, Attorney General Jeff Sessions seemingly

endorsed the policy of focusing on individuals, stating: “A

company cannot be a guarantor that any of its perhaps

thousands of employees never do something wrong. We do

not need to have good companies trying to run a good ship

be subjected often to millions of dollars of lawsuits or crim-

inal penalties beyond a rational basis because one person

went awry or one division chief went awry.”46

In October 2017, Deputy Attorney General Rod Rosen-

stein indicated that the DOJ planned to incorporate the Yates

Memo directives into the U.S. Attorneys’ Manual. He

emphasized the memo’s broader notion of accepting high

corporate fines in lieu of individual accountability and

deterrence.47 DOJ has established a “Working Group on

Corporate Enforcement and Accountability,” which Deputy

Attorney General Rosenstein stated will “offer recom-

mendations on promoting individual accountability and

corporate cooperation.”48
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The past year also invited criticism of such a policy. Penn

State Law Professor Katrice Bridges Copeland authored a

law review article entitled, “The Yates Memo: Looking for

‘Individual Accountability’ in All the Wrong Places,” where

she criticizes the Yates Memo’s mandate that corporations

ferret out and name individuals. She further explains:

The notion that the corporation should perform the prosecu-

tor’s function of investigating, identifying, and providing evi-

dence against the wrongdoer within the corporation is

ludicrous. Defense counsel’s job is to perform an internal

investigation to determine whether wrongdoing occurred and,

if such wrongdoing occurred, advise the corporation how to

respond to it internally or defend itself against any potential

charges. It is inappropriate for the government to delegate its

prosecutorial function to corporations. Although white collar

crime and street crimes are certainly different, it is hard to

imagine a situation where a prosecutor would ask and rely

upon defense counsel to conduct a murder investigation and

provide evidence against her client.49

DOJ Criminal Division Publication: Evaluation Of

Corporate Compliance Programs

In February 2017, the Fraud Section of the DOJ Criminal

Division published a guidance document providing a list of

common questions DOJ might ask in evaluating a company’s

corporate compliance program.50 The guidance stemmed

from a statement made in February 2016 by the Chief of the

DOJ Fraud Section, Andrew Weissmann. Weissmann prom-

ised to release a public list of questions that a company may

be asked by DOJ’s new compliance counsel (hired to help

the fraud section determine the effectiveness of a company’s

compliance program) in the context of a criminal

investigation.51

The guidance lists 119 questions, organized into 11 topics

“that the Fraud Section has frequently found relevant in

evaluating a corporate compliance program.”52 Topics

include “Analysis and Remediation of Underlying Miscon-

duct,” “Policies and Procedures,” and notably here, “Confi-

dential Reporting and Investigation.” The guidance includes

multiple questions related to the effectiveness of a compa-

ny’s disclosure program, such as: 53

(a) How has the company collected, analyzed, and

used information from its reporting mechanisms?

How has the company assessed the seriousness of

the allegations it received? Has the compliance

function had full access to reporting and investiga-

tive information?

(b) How has the company ensured that the investiga-

tions have been properly scoped, and were inde-

pendent, objective, appropriately conducted, and

properly documented?

(c) Has the company’s investigation been used to

identify root causes, system vulnerabilities, and ac-

countability lapses, including among supervisory

manager and senior executives? What has been the

process for responding to investigative findings?

How high up in the company do investigative find-

ings go?

Mandatory Disclosure Implications From Post-

Escobar Interpretations

In the 2016 seminal FCA case Universal Health Services,

Inc. v. United States ex rel. Escobar,54 the U.S. Supreme

Court further defined the FCA element of falsity with re-

spect to implied false certifications. Namely, the Court

explained that to succeed on a theory of implied false certi-

fication, a relator must demonstrate that “first, the claim does

not merely request payment, but also makes specific repre-

sentations about the goods or services provided; and second,

the defendant’s failure to disclose noncompliance with ma-

terial statutory, regulatory, or contractual requirements

makes those representations misleading half-truths.”55 Over

the past year and a half, various courts have interpreted this

mandate, and those decisions have important implications

for mandatory disclosure considerations.

(1) Interpreting falsity. Escobar stated that misleading

half-truths are “representations that state the truth only so

far as it goes, while omitting critical qualifying

information.”56 The Ninth Circuit further discussed half-

truths in United States ex rel. Kelly v. Serco, Inc..57 There, a

relator alleged that a Government contractor failed to

comply with a certain accounting method, which “was an

implied condition of its right to payment.”58 However, the

court concluded that the alleged half-truths were merely is-

sues taken with the “format” of the contractor’s invoices.59

There were, in fact, no false statements.60 Therefore, when

analyzing a situation in the mandatory disclosure context, it

is critical to review whether the statements at issue are truly

false or misleading or if all of the necessary information has

been presented to the Government.61

(2) Interpreting materiality. When determining whether a

potential violation of a Government contract should be

disclosed, it is important to remember that the FCA is not

intended to be “an all-purpose antifraud statute. . .or a ve-

hicle for punishing garden-variety breaches of contract or
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regulatory violations.”62Accordingly, determining whether

the violation is material is crucial.

For example, in United States ex rel. Curtin v. Barton

Malow Co.,63 the relator alleged that a Government contrac-

tor falsely certified that the roof it had installed included a

warranty, as required by the contract. However, the relator

claimed that the roof’s warranty had expired.64 The court

concluded that “the use of one type of material with an

expired warranty in the construction of a building. . .is not

the type of breach that would render [the contractor’s]

representations in its request to the federal government on

the contract ‘misleading half-truths.’ ”65 Rather, the court

concluded it was a simple “garden-variety breach of

contract.”66

In United States ex rel. McBride v. Halliburton Co.,67 the

D.C. Circuit also reviewed Escobar’s “rigorous” materiality

standard. There, the relator claimed that the Government

contractor inflated headcount data related to attendance at a

recreation center for U.S. troops at military camps in Iraq.68

The court concluded that the relator had not presented any

evidence that the headcount was inflated and that even if the

headcount had been inflated, that it was material to the

Government’s decision to pay.69 Rather, the court rejected

the relator’s reliance on an Administrative Contracting Of-

ficer’s statement that had he known about the allegedly false

headcounts he “might” have investigated further and that

investigation “might” have affected the fees paid.70 Such a

tangential connection to a fee request should be taken into

consideration when considering whether a statement would

be material to payment.71

On the other end of the spectrum, the court in United

States v. Triple Canopy, Inc.,72 confronted a similar claim

but came to a completely different conclusion. The Govern-

ment claimed that the contractor falsified marksmanship test

results for guards that it was hiring pursuant to the contract.73

The court concluded that contractor’s invoices submitted for

payment constituted a material misrepresentation with re-

spect to the core contract requirements.74 Several reasons

bolstered the court’s decision: “common sense,” the contrac-

tor’s “own actions in covering up the noncompliance,” the

Government’s decision not to renew the contract with the

contractor, and the Government’s decision to intervene in

the litigation.75

In some cases, the Government’s knowledge of the al-

legations can play a role in determining materiality. For

example, in United States ex rel. Harman v. Trinity Indus-

tries Inc., a relator alleged that the contractor knowingly

and falsely certified that its guardrail end terminals had been

approved for reimbursement by the Federal Highway

Administration (FHWA), which induced state governments

to use the end terminals and seek reimbursement from

FHWA.76 The court concluded that “though not dispositive,

continued payment by the federal government after it learns

of the alleged fraud substantially increases the burden on

the relator in establishing materiality.”77 Accordingly, the

court found that the agency’s continued affirmative approval

and payment for the guardrails did not demonstrate

materiality.78 It further acknowledged that the relator had

informed the Government of her claims, and the agency

continued to pay the contractor because it was not persuaded

by the relator’s allegations.79 Accordingly, when analyzing a

potential false claim in the context of mandatory disclosure,

it is important to consider whether the Government has

knowledge of the issue at hand, even from outside contexts.

Other Notable FCA Cases & Developments

In a January 2017 settlement announced by DOJ, Wash-

ington River Protection Solutions LLC agreed to pay the

United States $5.275 million to resolve allegations that it

knowingly submitted false claims to the DOE for overtime

and premium pay and also failed to comply with the con-

tract’s internal audit requirements.80 The allegations in-

volved systemic timecard fraud by a contractor’s workforce

and management allegedly looking the other way when em-

ployees submitted false timecards for work performed. In

addition to allegedly charging for labor not performed, the

Government also alleged that the contractor failed to comply

with a contractual requirement for an Internal Audit Depart-

ment by installing its own general counsel with no auditing

experience as the head of the department. The Government

alleged that this was a knowing violation of an important

safeguard in the contract and that it enabled the timecard

fraud underlying the FCA action. In a DOJ press release, the

U.S. Attorney stated that the “settlement shows that prime

contractors should be wary of cutting corners on any

contractually required internal auditing obligation.”81

In March 2017, an information technology (IT) services

and software contractor, CA Inc., agreed to pay $45 million

to resolve FCA allegations that it made false statements and

claims in the negotiation and administration of a GSA

contract.82 A common theme among FCA matters involving

GSA contracts is allegations of a failure to disclose accurate

pricing and discounting information. The March 2017 settle-

ment resolved allegations that an IT contractor did not fully
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and accurately disclose its discounting practices to GSA

COs.83 At the time the contract was entered, contractors

were required to fully and accurately disclose to GSA how

they conducted business in the commercial marketplace so

that GSA could use that information to negotiate a fair price

for Government agencies using the GSA contract to purchase

the contractor’s products and services. The contract also

contained a price reduction clause that set forth when the

contractor had to reduce the prices it charged to the Govern-

ment if its prices to commercial customers improved.

Specifically, the settlement resolved claims that the contrac-

tor provided false information about the discounts it gave

commercial customers for its software licenses and mainte-

nance services at the time the contract was negotiated in

2002 and was extended in 2007 and 2009 and allegations

that the contractor violated the price reduction clause in the

contract by not providing Government customers with ad-

ditional discounts when commercial discounts improved.84

In a July 14, 2017 opinion, a federal court revived FCA

claims brought by the Government previously dismissed

against a supplier to a GSA contractor alleging that the

Government was defrauded by the supplier’s failure to dis-

close testing data revealing problems with the fibers it

manufactured for use in bulletproof vests sold by the

contractor to the Government.85 The court concluded that

the supplier had a legal obligation to disclose the full scope

of its material testing data to Government during the course

of other vest manufacturers’ negotiations with GSA about

modifications to GSA Multiple Award Schedule contracts,

and that the supplier’s omissions constituted false represen-

tations for purposes of the pending fraudulent inducement

FCA claim.86 The court previously granted partial summary

judgment to the supplier, concluding that the vests fell

within an acceptable standard written into the contract.

However, on reconsideration in front of a different judge,

the court concluded that declarations from a GSA Contract

Specialist created genuine issues of material fact as to the

Government’s reliance on the alleged misconduct.87 With

regard to the issue of materiality, the court noted that the

declarations attested that if GSA had been provided with the

testing data, it would have referred the data to the proper

Government agencies and terminated the contracts if the

problems existed.88 The court thus concluded that the GSA

declarations created a genuine issue of material fact as to

whether the supplier’s false statements or omissions were

capable of influencing GSA in the negotiations and award of

the underlying contract.89

In May 2017, the Department of Justice announced that

one of the nation’s largest electronic health records software

vendors, eClinicalWorks, and several of its executives

agreed to pay a total of $155 million to resolve an FCA suit

alleging the company misrepresented its software capabili-

ties by not complying with a required software certification,

in addition to requiring significant ongoing integrity moni-

toring measures.90 The case involved the federal Electronic

Health Records Incentive Program, under which the Depart-

ment of Health and Human Services (HHS) offers incentive

payments to healthcare providers that adopt certified tech-

nology meeting certain requirements. To obtain certifica-

tion, health record companies must attest that their products

satisfy applicable Government-adopted criteria and pass

testing by a Government-approved certifying entity. The

Government alleged that the company falsely obtained its

software certification by concealing from the certifying

entity that its software did not comply with the certification

requirements. As an example, DOJ’s press release states that

“to pass certification testing without meeting the certifica-

tion criteria for standardized drug codes, the company mod-

ified its software by “hardcoding” only the drug codes

required for testing.” In other words, DOJ’s release states,

“rather than programming the capability to retrieve any drug

code from a complete database,” the company “simply typed

the 16 codes necessary for certification testing directly into

its software.” This and other deficiencies in the company’s

software caused the submission of false claims for federal

incentive payments based on the use of the company’s

software.91

Of note in a post-Yates Memo world, under the settle-

ment agreements, the company, its chief executive officer,

chief operating officer, and its chief medical officer are all

jointly and severally liable for nearly $155 million. A

company developer and two project managers will also pay

$50,000 and $15,000 each, respectively.92

As another noteworthy aspect of the settlement, the

company entered into a “Corporate Integrity Agreement” or

“CIA” with the HHS IG. As DOJ described, among other

things, the agreement requires the company to retain an In-

dependent Software Quality Oversight Organization to as-

sess its quality control systems and provide written semian-

nual reports to the IG documenting its reviews and

recommendations. It must also provide prompt notice to its

customers of any safety-related issues and maintain on its

customer portal a comprehensive list of such issues and any

steps users should take to mitigate potential patient safety

risks.93
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Use Of Corporate Monitors

Corporate monitors review a company’s policies and

procedures to assess their strength and scope. Administra-

tive agreements with agencies and settlements with suspen-

sion and debarment officials can require a company to hire a

monitor to review the policies and procedures that were

involved with any potential oversights. Companies have also

proactively hired their own monitors in order to demonstrate

their willingness to take the allegations seriously.

DOJ considers corporate monitors beneficial for various

reasons, including that monitors are experts in compliance,

they lead to reduced recidivism, and they protect the integ-

rity of the marketplace. However, engaging a monitor can

be a great expense for the company, with some relationships

lasting for years and costing companies millions of dollars.

In April 2016, DOJ implemented a pilot program for

rewarding companies that voluntarily self-report violations

of the Foreign Corrupt Practices Act (FCPA).94 The program

was made permanent on November 29, 2017, when DOJ is-

sued its FCPA Corporate Enforcement Policy, which has

been formally incorporated in the U.S. Attorneys’ Manual

(USAM) at 9-47.120.95 The results of the pilot program

indicate that DOJ’s decision regarding whether to impose

the requirement of a monitor turns heavily on the company’s

compliance program and its effectiveness. For companies

that did not self-report under the pilot program, even if they

fully cooperated and introduced strong compliance mea-

sures, DOJ still assigned monitors. However, one company

that did not self-report was not assigned a monitor because

of its extensive compliance program already in place.96

To avoid having enforcement officials require the use of a

monitor as a part of remediation, whether it is during a

mandatory or voluntary disclosure, it is important to be

proactive in demonstrating the company’s use of compre-

hensive and extensive compliance policies and procedures.

The upfront cost of investing in policies and procedures

greatly outweighs the potential cost for employment of an

independent corporate monitor.

Developments In Suspension & Debarment

Under the MDR, the failure to disclose evidence of a “sig-

nificant overpayment” can result in suspension or debar-

ment, where the contractor fails to disclose and return an

overpayment in a “timely” manner.97 Debarment and sus-

pension (present responsibility) considerations in FAR

9.406-2 and 9.407-2, as articulated in FAR 3.1003(a),

impose obligations on contractor principals to timely dis-

close credible evidence of relevant violations (including

credible evidence of a significant overpayment). Under these

FAR Subpart 9.4 provisions, contractors may be suspended

or debarred for a knowing failure by a principal to timely

disclose credible evidence of a significant overpayment.98

The DOD OIG reported in its two Semiannual Reports to

Congress a total of 193 suspensions and 279 debarments in

FY 2017.99 While the DOD OIG’s figures provide only the

total numbers of suspensions and debarments—and do not

provide information on the subjects of each exclusion—the

reports provide examples of several investigations that

resulted in exclusions.

For example, based on a DOD Hotline complaint, vari-

ous Government agencies examined allegations that a sup-

plier of components used in military boots did not comply

with the DOD’s made-in-America requirements under the

Berry Amendment.100 Under the terms of a civil settlement

agreement, Trendware Marketing, LLC agreed to pay

$600,000 to resolve these allegations and was debarred from

Government contracting for a period of over two years.101

Another reported DOD investigation determined that the

president of defense contractor Boggs & Associates, Inc.

sold nonconforming parts to DOD for use by the military.

From April 2010 through January 2014, the Defense Logis-

tics Agency (DLA) issued purchase orders to the contractor

for parts and components used in various military aircraft,

vehicles, and vessels that had to meet certain military

specifications. The DLA found that parts from 46 different

purchase orders were nonconforming. Specifically, the parts

were made from unauthorized substituted material, were

dimensionally defective, used unauthorized inferior fittings,

were not heat treated properly, were not plated properly, or

did not pass specified testing requirements. The investiga-

tion determined that the company president signed and

submitted false and fraudulent inspection reports and

certifications to the Government. He was found guilty of

mail fraud and false claims and was debarred from all

Government contracting by DLA for three years.102

The GSA OIG reported to Congress that its activities

resulted in 107 contractor/individual suspensions and 95

contractor/individual debarments in FY 2017.103
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New Frontiers In Federal Disclosure

Requirements

State False Claims Acts & Mandatory Disclosure

Provisions

In addition to the federal statute, 32 states and seven

municipalities have false claims act laws on the books.

Overwhelmingly, the most common area of state FCA

enforcement falls under the joint federal-state Medicaid

program, through which the Federal Government shares

responsibility administering and funding the provision of

Medicaid services with the various states.

Cases may either be stand-alone state FCA cases (e.g.,

arising under a false claim in a state procurement) or

combined federal-state FCA cases (e.g., involving

Medicaid). The federal FCA statute addresses joint federal

and state FCA cases, providing for jurisdiction in federal

district courts for state FCA actions arising from the same

transaction or occurrence as a federal FCA action.104

In 2005, Congress passed the Deficit Reduction Act,

which provides that if a state enacts a false claims law that

mirrors and is “at least as effective” as the federal FCA in

certain respects, the state is entitled to retain a larger per-

centage of recovery of Medicaid fraud than it otherwise

would.105 As a result of the congressional incentive program,

the FCAs across various states are very similar to one an-

other and the federal FCA.106

State contracting may also invoke mandatory disclosure

obligations. Such provisions may be found in applicable

state procurement regulations or specific contracting solici-

tations (e.g., Pennsylvania Department of Transportation

projects). Separately, beyond a traditional disclosure require-

ment, California’s FCA statute imposes liability on benefi-

ciaries “of an inadvertent submission of a false claim,”

where they subsequently discover the falsity of the claim

and fail to disclose it within a reasonable amount of time.107

Cybersecurity Disclosure Requirements

The next wave of FCA cases is likely to involve

cybersecurity. As noted above, the clause at DFARS

252.204-7012, “Safeguarding Covered Defense Information

and Cyber Incident Reporting” (as amended October 21,

2016) requires disclosure of data breaches and sets forth

standards for securing information.108 Specifically, DFARS

252.204-7012 requires covered DOD contractors and sub-

contractors to “rapidly report” to DOD (i.e., within 72 hours

of discovering) any “cyber incident that affects a covered

contractor information system or the covered defense infor-

mation residing therein, or that affects the contractor’s abil-

ity to perform the requirements of the contract that are

designated as operationally critical support.”109 The clause

allows subcontractors to report straight to DOD, while

simply providing the prime contractor with an incident

report number to track.110

The DFARS clause, as amended, also requires DOD

contractors to provide “adequate security to safeguard

covered defense information” by complying with NIST

Special Publication 800-171 no later than December 31,

2017.111 However, compliance with the rule’s rapid report

disclosure requirements became effective upon the final

publication of the implementing rule on October 21, 2016.112

Recent thought leadership suggests breaches of these pro-

visions could be the basis for a false claim, discussing the

implications of United States ex rel. Sheldon v. Kettering

Health Network, where the court rejected an FCA claim for

alleged noncompliance with the HITECH Act (related to

healthcare data security).113 Given the importance DOD has

placed on the new cybersecurity requirements amid recent

headline-grabbing cyber incidents, a failure to comply with

the cybersecurity regulations could be considered “mate-

rial” to DOD’s payment assessment, and thus potentially ac-

tionable under Escobar.

Strengthening Protections Against Trafficking In

Persons In Federal Contracts

Since 2015, all federal contractors, regardless of size,

must report a potential violation of the U.S. Government

policy prohibiting trafficking in persons “immediately” if

there is “credible information” from “any source.”114 In

contrast to the more flexible “timely” disclosure standard of

the MDR regulations, the “Combatting Trafficking in

Persons” requirement at FAR 52.222–50 for an “immedi-

ate” disclosure requirement suggests that contractors must

make a disclosure before they have had the opportunity to

conduct a fulsome investigation.115

On December 8, 2016, the Office of Federal Procurement

Policy published draft guidance developed in coordination

with the Office to Monitor and Combat Trafficking in

Persons in the Department of State and the Department of

Labor.116 The draft guidance addressed anti-trafficking risk

management best practices and mitigation considerations

designed to help an agency determine if a contractor is tak-
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ing adequate steps to meet its anti-trafficking

responsibilities. The “corrective actions” section specifi-

cally addresses the rule’s reporting requirements, listing as a

“best practice”: “The entity has developed targeted correc-

tive action plans for addressing identified risks, and moni-

tored progress through reporting, direct monitoring, and

follow-up audits for any sites identified as being in

nonconformance. It also works with suppliers to implement

information reporting processes for high-risk sites, such as

through self-audit reports and supplier-conducted employee

surveys.” Also with regard to reporting requirements, the

draft guidance reiterates the requirement to report “cred-

ible” information of a violation and notes: “Agencies should

encourage their contractors to remediate issues that fall

outside the scope of FAR 52.222-50(b), and as circum-

stances warrant, to report to law enforcement and/or call an

appropriate local [nongovernmental organization] or hotline

with any information about the violation.” The draft guid-

ance also sets forth the steps taken by a CO after receiving

credible information of a violation.117

The anti-human trafficking regulations were bolstered

during the years of the Obama Administration to include

reporting requirements noted above. While the Trump

Administration has moved to reel-in many Obama-era

regulations, the anti-human trafficking rules are not among

them. Instead, the Trump Administration has signaled that it

will continue in the previous administration’s footsteps in

this area. In February 2017, President Trump held a meeting

with anti-human trafficking organizations and senior admin-

istration officials where he committed the “full force and

weight” of the Federal Government against the “epidemic”

of human trafficking, promising to “direct the Department

of Justice, Department of Homeland Security, and other

federal agencies that have a role in preventing human traf-

ficking to take a hard look at the resources and personnel

that they are currently devoting to this fight.”118

Disclosures Pursuant To DFARS Anti-Counterfeit

Parts Rules

On May 6, 2014, DOD issued its final anti-counterfeit

parts rule, amending the DFARS. Contractors subject to the

rule must establish and maintain a counterfeit electronic

part detection and avoidance system in compliance with the

rule.119 Among the 12 criteria that a contractor must address

in its system to detect and avoid counterfeit electronic parts,

the new regulation states that “reporting is required to the

Contracting Officer and to the Government-Industry Data

Exchange Program.”120 This reporting obligation is trig-

gered when the contractor has “reason to suspect” that any

electronic parts purchased by DOD, or to be delivered to

DOD, contain counterfeit electronic parts.121 The preamble

to the rule in the Federal Register noted that some, but not

all, counterfeit or suspect counterfeit parts may need to be

reported to the DOD IG under separate and preexisting

mandatory fraud disclosure requirements.122

On August 2, 2016, DOD issued a final rule, “Detection

and Avoidance of Counterfeit Parts—Further Implementa-

tion,” addressing required sources of electronic parts for

contractors and subcontractors.123 The rule, implemented at

DFARS 252.246-7008, “Sources of Electronic Parts,”

requires defense contractors and subcontractors that are not

the original manufacturer of an electronic component to

notify the CO if it is not possible to obtain the part from a

“trusted” supplier. If a contract obtains electronic parts from

a company that is not a trusted supplier, the rule puts the

onus on the contractor for inspection, testing, and authenti-

cation of the parts.

On August 30, 2016, DOD issued a final rule implement-

ing a safe harbor for contractors that inadvertently use

counterfeit or suspected counterfeit parts in defense

procurements.124 The rule, “Costs Related to Counterfeit

Electronic Parts,” is codified at DFARS 231.205-71. The

safe harbor covers contractors only if they have a counterfeit

parts detection and avoidance system in place previously

approved by DOD, and if they notify DOD within 60 days

of becoming aware of the counterfeits.125

Developments In Voluntary Disclosure Program

For Export Control Violations

An October 31, 2016 proposed rule may have a chilling

effect on current disclosure programs for contractors. The

rule, “Withholding of Unclassified Technical Data and

Technology from Public Disclosure,” states that when a

DOD component receives “substantial and credible infor-

mation” that a contractor has violated export control laws,

DOD will temporarily, and perhaps ultimately permanently,

revoke that contractor’s qualifications for access to con-

trolled technical data and technology.126 Because contrac-

tors are encouraged to voluntarily self-disclose export viola-

tions under International Traffic in Arms Regulations127 as

well as under the civil FCA to the extent the violation results

in a false claim for payment, contractors now risk that such

self-disclosure will result in the loss of access to needed

technical data and technology. It is therefore possible that

contractors faced with such an issue will decide that the risk

BRIEFING PAPERSMAY 2018 | 18-6

10 K 2018 Thomson Reuters



of nondisclosure does not outweigh the risk of losing access

to such necessary information. Comments on the proposed

rule were due on December 30, 2016, and as of the date of

this BRIEFING PAPER a final rule has yet to be issued.

Guidelines

These Guidelines are intended to assist you in understand-

ing the implications of the contractor’s obligations under the

FAR mandatory disclosure rule. They are not, however, a

substitute for professional representation in any specific

situation.

1. Following the Supreme Court’s decision in Escobar,

contractors and their counsel should remain cognizant of

statutory, regulatory, and contractual requirements that may

be considered “material” to the Government’s decision to

pay. Regulations that may be considered “material” include,

among others, cybersecurity requirements, domestic sourc-

ing (“Buy American”) requirements, and small or disadvan-

taged business certifications.

2. When investigating potential misconduct and submit-

ting a disclosure pursuant to the MDR, investigators should

consider identifying specific individuals in accordance with

the Yates Memo’s focus on individual liability.

3. Contractors should develop protocols for intake and

processing of allegations of potential misconduct. Such

protocols should include documentation that the investiga-

tion will be conducted at the express direction of counsel.

4. Contractors should provide documented and complete

Upjohn instructions at the start of any employee interview

concerning a potential MDR matter.

5. Contractors should assess whether their disclosure

programs adhere to the guidelines set forth in the 2017 guid-

ance published by the Fraud Section of the DOJ Criminal

Division.

6. Contractors conducting internal investigations should

take appropriate steps to ensure that documents generated in

the course of an internal investigation are properly structured

to confer opinion work-product protection on important

documents prepared at the direction of counsel.

7. Contractors should be mindful of the fact that the scope

of the MDR is extremely broad and applies to conduct “in

connection with the award, performance, or close-out” (i.e.

conduct throughout the performance cycle) of a federal

contract or subcontract at any tier.

8. Contractors should also consider the three-year look-

back provision, the practical effect of which imposes

disclosure obligations that can continue for many years

given how long it takes to close out a contract.
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