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Shipyards and contractors whose opera-
tions include both U.S. and foreign govern-
ment naval and Coast guard programs are
required to comply with numerous U.S. fed-
eral laws and regulations.  Of these, export
control laws and regulations and anti-bribery
laws in particular have been the subject of
steadily increasing enforcement activity.

Export control
The primary sources of export control reg-

ulations are the Arms Export Control Act, as
implemented by the International Traffic in
Arms regulations (commonly referred to as
the ITAR), and the Export Administration
Regulations (the EAR).  The ITAR regulate
the export of defense articles, defense servic-
es, and technical data listed on the United
States Munitions List (USML), while the
EAR regulate various commercial items, pri-
marily those that are critical to national
security or can be diverted for uses contrary
to national security or in support of terror-
ism.  These laws and regulations apply to
both domestic and international operations
of U.S. shipyards and contractors, and have
the purpose, among others, of preventing
unauthorized access to export-controlled
information by foreign nationals both in the
United States and abroad.

While the sending or taking of defense arti-
cles or technical data or performing a
defense service overseas are commonly
understood by most to be export activities
subject to controls, many shipyards and con-
tractors still fail to appreciate that under the
so-called “deemed export” concept, a release
or disclosure of export-controlled informa-
tion or services to foreign nationals in the
United States constitutes an export that
requires prior authorization from the applica-
ble export control agency.  Another misun-
derstanding that complicates compliance in
this area is the still commonly held belief
that technical data is not export-controlled if
it is not classified.  On the contrary, while it
is true that all classified information relating
to defense articles and defense services is
export-controlled, not all export-controlled
information is classified, and several recent
enforcement initiatives have focused on
unlawful exports of unclassified technical
data.

Anti-bribery
Shipyards and contractors seeking or per-

forming work for foreign government cus-
tomers also must comply with the Foreign
Corrupt Practices Act (the FCPA), which
prohibits corrupt payments (or offers or

promises of such payments) to foreign gov-
ernment personnel for the purpose of obtain-
ing or keeping business.  This “business pur-
pose” test is broadly applied, and the corrupt
“payment” may be anything of value.  The
list of prohibited recipients likewise is broad-
ly framed to include foreign political parties
and party officials, candidates for foreign
political office, and foreign officials –
defined in turn to include officers or employ-
ees of foreign governments, public interna-
tional organizations and their departments
and agencies, as well as any person acting in
an official capacity.  Payments may not be
made through third party intermediaries, and
the recipient need not be the party from
whom business is sought.

Recent Enforcement Initiatives
Export control violations can result in both

criminal and civil penalties.  Numerous
recent cases illustrate the importance of vig-
ilance on the part of U.S. government con-
tractors against economic espionage and
theft of trade secrets involving export-con-
trolled information, including the case of a
former engineer with a U.S. Navy contractor
who was found guilty of conspiring with sev-
eral family members to obtain and illegally
export U.S. Navy current and future warship
technology to China.  Corporations as well
as individuals have been subject to criminal
penalties for export violations.  Civil penalty
cases can result in fines and imposition of
remedial compliance measures (including
compliance monitors and audits), and both
criminal and civil penalty cases can lead to
suspension or debarment.  Although past
ITAR enforcement initiatives have tended to
focus on larger companies, the last two years
have seen a trend towards imposition of civil
penalties and related enforcement action
against smaller companies.  In one such case,
a software development company that spe-
cialized in creating computer models used
for design testing in simulated water and
other environments entered into a consent
agreement providing for fines and remedial
compliance measures after engaging in
unauthorized exports of technical data and
defense services.

Violations of the anti-bribery provisions of
the FCPA are subject to criminal penalties,
including fines and imprisonment.
Enforcement actions against both U.S. and
foreign corporations have resulted in stag-
gering fines, as well as compliance monitor-
ing.  Nor are individuals immune from pros-
ecution, as illustrated, for example, by a
recent case in which two Virginia men are
awaiting sentencing after pleading guilty to
charges arising out of a scheme to bribe offi-

cials of the Panama Maritime Authority to
secure a contract to maintain lighthouses and
buoys.  The trend towards indictment of indi-
viduals for FCPA offenses accelerated in
January of this year with the arrest and
indictment of 22 employees of military and
law enforcement suppliers in connection
with an alleged scheme to bribe African gov-
ernment officials.  This case is also signifi-
cant in that it involved a large-scale sting
operation claimed by law enforcement offi-
cials to be the first of its kind in the FCPA
context.

There is also a trend towards convergence
of export and FCPA enforcement actions.
For example, in a 2008 case, a naturalized
U.S. citizen born in China was charged with
violations of both the ITAR and the FCPA in
connection with the unauthorized export of
defense articles and services and related
attempt to bribe a Chinese government offi-
cial.  More recently, a Florida man said to
have been linked to the FCPA sting operation
has been charged with unlawful exports of
controlled goods and conspiracy to violate
the FCPA.

Breach of Contract
U.S. defense acquisition regulations

require contracting officers to include certain
clauses in all U.S. Department of Defense
solicitations and contracts involving export-
controlled items – i.e., defense articles,
defense services, and technical data, as
defined in the ITAR, and export-controlled
commodities, software and technology sub-
ject to the EAR.  However, the burden of
compliance with the ITAR and the EAR
remains squarely on the contractor irrespec-
tive of whether the clause is included, and
even if export-controlled items are expected
to be involved in the performance of the con-
tract, the government has no obligation to
specifically identify any such items.  Thus,
rather than providing clarity as to the export
compliance obligations of the contractor, the
primary effect of this requirement appears to
be that contractors may be subject to breach
of contract claims in addition to enforcement
action for failure to comply with export con-
trol laws and regulations.  

Compliance – the Best Defense
In view of these risks, shipyards and con-

tractors should become familiar with the
EAR and the ITAR in order to determine
whether their operations entail use or gener-
ation of export-controlled items, and imple-
ment compliance programs designed to limit
risks associated with regulatory enforcement
as well as the breaches of contractual obliga-

tions.  Shipyards and contractors vying for
foreign government business should ensure
that their compliance program includes train-
ing and procedures focused on both FCPA
and export compliance.  In addition to serv-
ing as the front line of defense against viola-
tions, a compliance program may be consid-
ered a mitigating factor in both criminal and
civil enforcement proceedings in the event
that violations do occur.

International Business Regulation in the Shipyard
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